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NERC Reliability Standards History

The electricity industry has had planning and
operating criteria for decades, but compliance
was always voluntary

In August 2003, a blackout that affected 50
million people in the northeastern and mid-
western U.S. and Canada, prompted U.S.
legislators to make standards mandatory via the
Energy Policy Act of 2005

This major shift in industry regulation resulted in
Order 693 issued in March 2007



NERC Reliability Standards History

On March 15, 2007 FERC approved 83
NERC Reliability Standards and 6 regional
differences, the first set of legally
enforceable standards for the U.S. bulk
power system

June 18, 2007 mandatory Reliability
Standards Iin the United States

Authority to levy financial penalties 7 up to
$1,000,000 per violation, per day



Definition

A reliability standard defines obligations or
requirements of utilities and other entities that
operate, plan and use the bulk power system Iin
North America

The Bulk Electric System -the electrical
generation resources, transmission lines,
Interconnections with neighboring systems, and
associated equipment, generally operated at
voltages of 100 kV or higher. Radial
transmission facilities serving only load with one
transmission source are generally not included
In this definition.



Who Does What?

FERC

2005 EPA gave FERC authority over Reliability
Compliance

NERC (ERO)
Write the Reliability Standards

WECC (RRO) 1 one of 8 regions

Monitor and Audit compliance with the Reliability
Standards

Registered Entity T Users, Owners, Operators
of BES



Entity Registration

Registered Entity

Joint Registration Organization
Joint Agency
Multiple Entities

Split functions
Requirements
Documentation



Functional Model
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Generator Owner

The Generator Owner owns its generation
facilities and provides for the maintenance
of those facilities.



Generator Operator

The Generator Owner may operate Iits
generating facilities or designate a separate
organization to perform the Generator
Operations Function.

The Generator Operator operates, or directs
the operation of generation facilities.



Registered Entity GO and GOP

Internal Reliability Compliance Program
Plan
Culture of Compliance
Dedicate Resources

6 year audit cycle - Table-top

Unless also registered as BA/TOP/TOP

June 30 Self-Certification
July 15 Spot Check

CIP Semi-annual



Cyber Security Standards (CIP)

To ensure that all entities responsible for the
reliability of the Bulk Electric Systems in
North America identify and protect Critical
Cyber Assets that control or could impact
the reliability of the Bulk Electric System.



Cyber Security Standards (CIP)

Implementation Plan
Table 3 & 4 (registration date)

CIP-003 R2
Compliant by December 31, 2008

Assign Senior Manager

Full compliance by December 31, 2009

Auditably compliant by December 31, 2010
Self-certifications i semi-annual



Cyber Security Standards (CIP)

CIP 002

Critical Asset Identification
Annual Risk Based Assessment

Critical Cyber Asset Identification

Identification of Critical Cyber Assets
associlated with Critical Assets

8 CIP Standards 1 200 Procedures

No Critical Cyber Assets
cCIlP 003 thru CIP 009 d



CIP-0021 Critical Assets Identification

Bulk Electric System Assets

Critical

Assets

Critical

Cyber
Assets






CyberSecurity Standards:
The Generator 0s

Adam Menendez, Analyst,
FERC Compliance

Matt Jastram, NERC Specialist,
Power Supply Engineering Systems

Portland General Electric Company



Key Aspects of the CIP Standards

NRI sko has a new meani

ARIi sko typically = 1mp
Il n FERCOs view of ri1 sk
Impact

Donot consider thelTlilKk
just the consequences of an event

Look at

(1) What if the asset were lost, and

(2) What if control of the asset was lost to an
adversary



Key Aspects of the CIP Standards

Compli ance doesnot a
Security

The IT Security industry feels that these
standards are a nl ow

A utility can comply with these standards
and still not be secure

Entities need to fin
Compliance, Security, and Reliability



Compliance

With Gratitude to Patrick Miller of WECC



New Versions of CIP Standards

WECC has a Standard Drafting Team to

| mpl ement FERCOS <cha
Standards

Version 2 of Standards currently being
balloted

First set of minor changes
Version 3 of Standards is next in line
Major enhancements to standards



Mounting Political Pressure

nNAurorao Vulnerabi |
Lab in Spring 2007

Two House Subcommittees held
hearings in Fall 2008 on legislation to
l ncrease FERCOs pow

2009 Hearings on CyberSecurity 1
House Subcommittee and Senate
Commerce Committee

Lat est Season of

-}
N



How do CIP standards impact a
hydro plant?

NERC Specialist

Responsible for CIP at PGE generation
facilities
P GE Case Study: Due

olant facility being capable of Blackstart it
fits the profile of a critical asset.




How do CIP standards impact a
hydro plant?

CIP-002-1 requires entities to develop a
Critical Asset Identification Methodology

For methodology development, Hydro plants
were integrated as per NERC standards:

R1.2.3. Generation resources that support the
reliable operation of the Bulk Electric System.

R1.2.4. Systems and facilities critical to system
restoration, including Blackstart generators and
substations in the electrical path of transmission.

|dentification and annual review




What challenges do CIP standards
bring to a hydro plant?

Our entire Project must follow and meet
the Nine NERC CIP standards:

45 Requirements
129 Sub Requirements
25 Annual reviews

What are Critical Assets and Critical
Cyber Assets? (CIP-002-1 R3)

All measures put in place are to protect
both Ciritical Assets (CAs) and Cyber
Critical Assets (CCAS).



What challenges do CIP standard:
bring to a hydro plant?

Recent presentation to the affected
nydro unit

Defining and sustaining a new culture of
compliance

Moving instrument and controls
personnel out of comfort zone

Security versus availability
Facing the reality of change




What challenges do CIP
standards bring to a hydro plant?

PGE case study challenges:

Communication:
Keep employees aware
Checklist of required actions and documents
Provide training

Monitoring Critical Asset practices for
both:

Physical access
Cyber access



What challenges do CIP standard:
bring to a hydro plant?

Developing procedures:
Working together to create plant procedures
Putting it all on paper
A plan for reviewing every step
Maintaining living documents






NWHA Annual Conference, March 19, 2009

Alan Cooke, Project Manager,
Reliability Compliance
Tacoma Power



The Process Continues

Mandatory standards are here to stay

Purpose of my presentation i discuss where
we go from here. Three areas of emphasis:

Continuous compliance
Continuous improvement
Continuous change



Continuous Compliance

Compliance is not a discrete event
All standards require ongoing evidence
Some standards require annual plan updates

Moving forward T focus on tools:

Systems to manage data, documents and
processes

Audit tools to monitor compliance



Compliance Monitoring Tools




